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Goals

· Facilitate interoperability tests between user-centric identity components. 

· Define the interoperability goals for interoperability demonstration at RSA 2008.

· Write test case descriptions for as many features as possible.

· Develop and execute/complete planned tests prior to RSA 2008.

· Create & encourage end points to test interoperability features on an ongoing basis.

· Compliance testing and/or certification are not the goal of interoperability tests.

Events

IIW 2007b

· What: 
OSIS Interoperability and Planning sessions 

· When:
December 4, 2007

· Where: 
Han Auditorium, Computer Museum, Mt. View CA

· Link:
http://www.windley.com/events/iiw2007b/
· Goals:

· Build consensus on Interop content

· Face to face communication between Interop participants

· Build consensus for RSA 2008 Interop

· BYOR Interop (‘Bring-Your-Own-Router’, Wires…)

· Logistical Contact: 

· Charles Andres (CAndres@parityinc.net) 

RSA Conference 2008 

· What: 
RSA 2008 User-Centric Identity Interop Event

· When:
April 8-9, 2008

· Where: 
Room 124 Moscone Convention Center, San Francisco CA USA

· Link:
http://www.rsaconference.com/2008/US/Home.aspx
· Goals: 

· Complete interoperability testing before conference begins

· Invite public to a demo room showing interoperability

· Host two days of working sessions between Interop participants

· Show continuous video loop to describe what the interop is doing, what you will see

· Logistical Contact: 

· Charles Andres (CAndres@parityinc.net)

Specific Milestones

December 5:
Interop scope and content defined in detail by community.
December 10:
Community results from IIW placed on the Wiki, covering what will be tested, sites, test matrices, functional tests, etc.

December 14:
Buy-in for the plan achieved among OSIS members and likely participants. 
December 21:
Revised plan produced and published.

January 7:
Organize applicable test cases from previous interops and create plan for building and deploying additional test cases.

February 1:
Build and deploy first 1/3 of test cases:  the most valuable ones and/or those that could take implementers the most time to react to after trying them.  Interop tests based upon these test cases begin in earnest.

February 25:
Build and deploy second 1/3 of test cases while maintaining first 1/3 and recording significant findings from the use of them.

March 14:
Build and deploy final 1/3 of test cases.

March 21:
Finalize list of in-person participants at Interop event.
April 8-9:
Testing complete; Interop Event takes place at RSA conference.
April 25:
Compile and publish the rough results from the Interop.
Definitions and Scope

Component Types 

- Identity Selectors (formerly a.k.a. Identity Agents)

- Information Card Browser Add-Ons
- Information Card Identity Providers

- Information Card Relying Parties

- OpenID Providers

- OpenID Relying Parties

Information Card Types

Self-issued – Information cards that enable people to make claims about themselves, acting as their own identity provider.

Managed – Information cards where an Identity Provider makes claims about the subject.

OpenID Types

URL-based – OpenIDs that are URLs, such as https://mbj.signon.com/
i-name based – OpenIDs that are i-names, such as =Mike.Jones

Kinds of Tests

· Interop Feature – A features that affects a component’s ability to interoperate with other components.

· Interop Feature Condition Handling – Condition handling tests determine the component’s behavior in the face of unusual or exceptional conditions.

· Usability Feature – A feature that does not directly pertain to a component’s ability to interoperate with other components but does affect its usability.

· Operational Interoperability – Successful interoperation between a set of components meeting a defined set of requirements (e.g. components work together without errors )

Test Harness

- Software deployed to test specific features (e.g. feature tests, condition handling tests, component evaluations under load, etc.)
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Interoperability Test Tables

Introduction

The milestones discussed above involve the creation and approval of feature lists, acceptable behaviors with respect to various features, and the creation and implementation of tests that exercise the listed feature.

Test tables for each of these kinds of components are presented in the following order:


Information Card Identity Selector


Information Card Browser Add-On


Information Card Identity Provider


Information Card Relying Party


OpenID Provider


OpenID Relying Party

For each kind of component, its features are grouped into the following categories:

Interop Features


Interop Features Condition Handling


Usability Features

Tests for each feature are presented in tables of the form:
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Short Feature Description

	Long Feature Description
	Explanation of how this feature will be tested
	Acceptable results
	Unacceptable results

	Next…


Information Card Identity Selector Features

Information Card Identity Selector Interop Features
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Self-Issued Information Cards

	Support for self-issued cards containing claims maintained by the user.
	Verify correct communication of self-issued attributes.
	Required and selected optional claims delivered
	Additional claims delivered or some selected claims not delivered 

	Managed Card auth with Self-Issued Information Card

	Support for import and use of a managed card backed by a self-issued card.
	Create a managed card backed by a self-issued card, import it into the selector, and use it at a relying party.
	
	

	Managed Card auth with X.509 cert

	Support for import and use of a managed card backed by an X.509 certificate 
	Create a managed card backed by an X.509 certificate, import it into the selector, and use it at a relying party.
	
	

	Managed Card auth with Kerberos

	Support for import and use of a managed card backed by a Kerberos ticket
	Create a managed card backed by a Kerberos ticket, import it into the selector, and use it at a relying party.
	Works or fails with actionable error message
	Fails

	Managed Card auth with Username/Password

	Support for import and use of a managed card backed by a username and password
	Create a managed card backed by a password, import it into the selector, and use it at a relying party.
	
	

	Cards with mandatory RequireAppliesTo (Auditing)

	As per ISIP § 4.1.1.5, 4.3.3
	
	
	

	Cards with optional RequireAppliesTo (Auditing-Optional)

	As per ISIP § 4.1.1.5, 4.3.3
	
	
	

	Cards without RequireAppliesTo (Non-Auditing)

	As per ISIP § 4.1.1.5, 4.3.3
	
	
	

	Cards supporting multiple token types

	As per ISIP § 4.1.1.3
	
	
	

	Import .crd file for managed card

	A single card can be imported from a .crd file
	Import card from .crd file
	
	

	Export cards to .crds file

	Cards can be exported to the .crds file format
	Export cards to .crds file
	
	

	Import cards from .crds file

	Cards can be imported from the .crds file format.
	Import a .crds file 
	
	

	privatepersonalidentifier, signing key, and friendly identifier compatible for standard SSL sites for self-issued cards

	As per ISIP § 8.6, 4.3.4
	
	
	

	privatepersonalidentifier, signing key, and friendly identifier compatible for EV SSL sites for self-issued cards

	As per ISIP § 8.6, 4.3.4
	Use an information card at a site with an EV certificate and verify the resulting PPID and friendly ID
	
	

	privatepersonalidentifier, signing key, and friendly identifier compatible for sites providing a wsp:AppliesTo element for self-issued cards

	As per ISIP § 8.6, 4.3.4
	
	
	

	privatepersonalidentifier, signing key, ClientPseudonym handling, and friendly identifier compatible for sites not providing an wsp:AppliesTo element but providing a ClientPseudonym element for self-issued cards

	As per ISIP § 8.6, 4.3.4
	
	
	

	privatepersonalidentifier, signing key, and friendly identifier compatible for no-SSL sites for self-issued cards

	As per http://blogs.msdn.com/card/archive/2007/09/25/deploy-cardspace-on-your-site-without-a-ssl-certificate.aspx
	
	
	

	Display display token

	Correctly show the display token values provided with a token by an Identity Provider in the identity selector.
	Retrieve managed card attributes from within an Identity Selector, and compare results to what is passed to an RP
	Displays current token correctly.
	Other behavior

	Display privacy policy for identity providers

	Display from the selector a link to the IdP privacy policy 
	Attempt to view the privacy policy for a managed card
	
	

	Display privacy policy for relying parties

	Display from the selector a link to the RP privacy policy
	Attempt to view the privacy policy for an RP 
	
	

	Display Standard Certificate

	
	
	
	

	Display Extended Validation Certificate (text only)

	
	
	
	

	Display Extended Validation Certificate (including images)

	
	
	
	

	Display fault reason text from SOAP faults

	As per ISIP § 6 and http://blogs.msdn.com/card/archive/2007/10/04/how-identity-providers-can-show-custom-error-messages-in-cardspace.aspx
	
	
	

	Transport Binding to Identity Provider

	As per ISIP Guide § 5.1.1.1 and WS-SecurityPolicy 1.2 § 8.3
	
	
	

	Symmetric Binding to Identity Provider

	As per ISIP Guide § 5.1.1.2 and WS-SecurityPolicy 1.2 § 8.4
	
	
	

	Asymmetric Binding to Identity Provider (do not test if not implemented by any selector)

	As per WS-SecurityPolicy 1.2 § 8.5
	
	
	

	Relying parties using Relying Party STS

	As per ISIP Guide § 3
	
	
	

	Relying parties using http (no-SSL)

	As per http://blogs.msdn.com/card/archive/2007/09/25/deploy-cardspace-on-your-site-without-a-ssl-certificate.aspx
	
	
	

	Rich Client Application using a distinct Relying Party (no browser used)

	Demonstrate using the identity selector from a smart client application (with no browser involved) where the user selects a card and causes a token to be sent to a relying party from an identity provider
	
	
	

	Rich Client Application that is also the Relying Party (no browser used)

	Demonstrate using the identity selector from a smart client application (with no browser involved) where the user selects a card and causes a token to be sent to the application from an identity provider
	
	
	

	SOAP 1.1

	
	
	
	

	SOAP 1.2

	
	
	
	

	WS-Trust 1.2, WS-SecurityPolicy 1.1 (ISIP versions)

	As per ISIP and ISIP Guide
	
	
	

	WS-Trust 1.3, WS-SecurityPolicy 1.2 (OASIS standard versions)

	As per http://blogs.msdn.com/card/archive/2007/11/22/cardspace-support-for-oasis-ws-sx-standards.aspx
	
	
	

	Enables IdP to limit use of card to only sites with SSL

	As per http://blogs.msdn.com/card/archive/2007/09/25/deploy-cardspace-on-your-site-without-a-ssl-certificate.aspx
	
	
	

	Enables IdP to limit use of card to only sites with EV SSL

	(remove from interop since no software is implementing this)
	
	
	

	Updating a card

	Update a card already held in the selector to contain new information from the issuer, such as new claims
	
	Old card information replaced with new
	Second card added


Information Card Identity Selector Interop Feature Condition Handling

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	AppliesTo in RP policy with auditing card

	Behavior per Token Scope table in ISIP § 4.3.3
	
	
	

	AppliesTo in RP policy with auditing-optional card

	Behavior per Token Scope table in ISIP § 4.3.3
	
	
	

	AppliesTo in RP policy with non-auditing card

	Behavior per Token Scope table in ISIP § 4.3.3
	
	
	

	No AppliesTo in RP policy with auditing card

	Behavior per Token Scope table in ISIP § 4.3.3
	
	
	

	No AppliesTo in RP policy with auditing-optional card

	Behavior per Token Scope table in ISIP § 4.3.3
	
	
	

	No AppliesTo in RP policy with non-auditing card

	Behavior per Token Scope table in ISIP § 4.3.3
	
	
	

	Import of malformed .crd or .crds file

	
	Attempt to import a faulty .crd file
	Failure with actionable message
	Exception, no error notification

	Identity Provider whose X.509 certificate is invalid

	Identity Selector used at an Identity Provider whose X509 certificate is invalid.  This could be due to expiration, revocation, or other certificate problems.
	Attempt to use a selector at an Identity Provider with an invalid X.509 certificate
	Failure with actionable message
	Exception, continue

	Relying Party whose X.509 certificate is invalid

	Identity Selector used at a Relying Party whose X509 certificate is invalid.  This could be due to expiration, revocation, or other certificate problems.
	Attempt to use a selector at an Relying Party with an invalid X.509 certificate
	Failure with actionable message
	Exception, continue

	Card import when the associated X.509 certificate is invalid

	Attempt to add a managed card whose associated X509 certificate is invalid.  This could be due to expiration, revocation, or other certificate problems.
	Attempt to import a managed card with an invalid associated X.509 certificate
	Failure with actionable message
	Card import succeeds

	Behavior when an STS never responds to a request

	
	
	Reasonable timeout with error message
	Hang

	Provide ability to disable selector invocation to prevent denial of service by malicious relying parties

	
	
	
	

	Behavior when the relying party request contains no claims

	
	
	Match only on token type 
	

	Behavior when the relying party request contains only optional claims

	
	
	(What is the desired card matching behavior?)
	


Information Card Identity Selector Usability Features

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Binary install package for Identity Selector available

	
	
	
	

	Browser independence (ability to be used from the user's browser of choice)

	
	
	
	

	Manual invocation of selector by user for card management functions

	Selector can be started without having accessed a Relying Party for the purposes of managing a user's information card storage, enabling actions such as acquiring new cards, deleting undesired ones, and auditing their usage.
	Manually invoke Identity Selector and manage information cards and card details.
	Card management can be launched and performed without contacting a relying party. 
	Relying party must be contacted to interact with IA.

	Internationalization

	User interface elements presented in current locale for operating system
	
	Natural language and formatting conventions used the same as the OS
	Fixed-language interface

	Identity selector informs user when a site is being used for the first time

	IA must be able to detect whether this is first or subsequent visit to an RP and inform the user in an actionable manner.  This is a key part of the phishing defense enabled by Identity Selectors.
	
	Signal to user on first visit must be distinguishable from what the user sees on subsequent visits. The object of the game here is to make the signal so blatant that the user will terminate the login process if the signal says first visit but she already has an account at the RP.
	What user sees is "very similar" between the first/subsequent visit cases. For instance, all they're shown is which cards match the claims policy of the RP.

	Relying Party site information shown during card selection

	In the user interface used to select and send a card, information about the Relying Party site is shown to the user.
	Select a card and attempt to view RP certificate details
	RP information (text, logo, or both) must be shown.
	RP information not shown.

	Ability to select which optional claims to send

	
	
	Can select a subset of the optional claims
	Unacceptable: No choice of whether to send optional claims. Suboptimal: all-or-nothing choice.


Information Card Browser Add-On Features

Information Card Browser Add-On Interop Features
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	HTML Object tag

	Ability to recognize HTML Object tag and pass parameters to identity selectors
	
	Completely Supported
	Not supported, or not completely supported

	XHML informationCard tag

	
	
	
	

	HTML Object tag with issuer and issuerPolicy (Relying Party STS)

	
	
	
	

	XHML informationCard tag with issuer and issuerPolicy (Relying Party STS)

	
	
	
	

	privacyPolicy and privacyVersion

	
	
	
	

	RP invokes selector by basic HTML <form> tag, submitted by user selection of an <input> element

	
	http://pamelaproject.com/osis/catalyst-eu-07/form-submission/
	accept or actionable message
	ignore or failure

	RP invokes selector by basic HTML <form> tag, submitted via JavaScript

	
	http://pamelaproject.com/osis/catalyst-eu-07/form-submission/
	accept or actionable message
	ignore or failure

	RP invokes selector by JavaScript form, submitted via JavaScript

	
	https://www.cardspacedemos.com/FriendsWithCards/
	accept or actionable message
	ignore or failure

	Relying parties using http (no-SSL)

	As per http://blogs.msdn.com/card/archive/2007/09/25/deploy-cardspace-on-your-site-without-a-ssl-certificate.aspx
	
	accept or actionable message
	ignore or failure

	isInstalled() method for detecting Identity Selector

	(discuss at IIW whether any selector besides CardSpace is doing this and cut if not)
	
	accept or actionable message to the RP
	ignore or failure

	Advertise Identity Selector support in userAgent string

	Publish information about identity selector in userAgent string
	(OSIS needs to decide what strings should be published.  Hopefully these will be capability-based, not selector-version bases.)
	Publish common strong, possibly augmented with selector name and version
	Nothing published

	Uses certificate of the root frame when object tag is embedded in an iFrame

	As per ISIP Web Guide § 4.5.
	
	
	


Information Card Browser Add-On Interop Features Condition Handling

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	 Multiple selectable object tags on page

	
	
	Tags must function independently
	


Information Card Browser Add-On Usability Features
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	 Binary install package for browser add-on available

	
	
	
	

	 Identity Selector independence (ability to be used with the user's identity selector of choice)

	
	
	
	


Information Card Identity Provider Features

Information Card Identity Provider Interop Features
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Managed Card auth with Self-Issued Information Card

	Support for creation of and issuing claims for a managed card backed by a self-issued card.
	Create a managed card backed by a self-issued card, import it into a selector, and use it at a relying party
	
	

	Managed Card auth with X.509 cert

	
	Create a managed card backed by an  X.509 certificate, import it into a selector, and use it at a relying party
	
	

	Managed Card auth with Kerberos

	
	Create a managed card backed by a Kerberos ticket, import it into a selector, and use it at a relying party
	
	

	Managed Card auth with Username/Password

	
	Create a managed card backed by a username and password, import it into a selector, and use it at a relying party.
	
	

	Cards with mandatory RequireAppliesTo (Auditing)

	As per ISIP § 4.1.1.5, 4.3.3
	
	
	

	Cards with optional RequireAppliesTo (Auditing-Optional)

	As per ISIP § 4.1.1.5, 4.3.3
	
	
	

	Cards without RequireAppliesTo (Non-Auditing)

	As per ISIP § 4.1.1.5, 4.3.3
	
	
	

	Transport Binding to Identity Provider

	As per ISIP Guide § 5.1.1.1 and WS-SecurityPolicy 1.2 § 8.3
	
	
	

	Symmetric Binding to Identity Provider

	As per ISIP Guide § 5.1.1.2 and WS-SecurityPolicy 1.2 § 8.4
	
	
	

	Asymmetric Binding to Identity Provider (do not test if not implemented by any selector)

	As per WS-SecurityPolicy 1.2 § 8.5
	
	
	

	SOAP 1.1

	
	
	
	

	SOAP 1.2

	
	
	
	

	WS-Trust 1.2, WS-SecurityPolicy 1.1 (ISIP versions)

	As per ISIP and ISIP Guide
	
	
	

	WS-Trust 1.3, WS-SecurityPolicy 1.2 (OASIS standard versions)

	As per http://blogs.msdn.com/card/archive/2007/11/22/cardspace-support-for-oasis-ws-sx-standards.aspx
	
	
	

	Multi-valued claims

	
	
	
	

	Claims with attached attributes (such as VerifiedBy) (remove if syntax not defined soon)

	
	
	Identity provider enables claims with attached attributes to be sent.  The display token contains information about the attributes.
	Claims with attached attributes can not be sent.  The display token is silent about the attributes.

	Issues SAML 1.0 tokens

	Requested with “urn:oasis:names:tc:SAML:1.0:assertion”.  Note that SAML 1.0 and SAML 1.1 tokens have the same syntax.
	
	
	

	Issues SAML 1.1 tokens

	Requested with “http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV1.1”.  Note that SAML 1.0 and SAML 1.1 tokens have the same syntax.
	
	
	

	Issues SAML 2.0 tokens

	Requested with “urn:oasis:names:tc:SAML:2.0:assertion”.
	
	
	


Information Card Identity Provider Interop Features Condition Handling

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Issued token includes only requested claims

	Verify that only the claims requested by the Identity Selector are contained in the issued token
	Compare claims in token with claims requested by relying party, verifying that no extra claims are supplied
	Exactly those claims requested are supplied
	Claims not requested are supplied

	Display token values included for requested claims  

	View claim values from a managed card
	
	Display token corresponds to values in token
	No display token or values shown differ from those in token

	Issued .crd files interoperable across Identity Selectors

	
	
	
	

	Tokens contain valid Audience restriction when appropriate

	As per ISIP § 4.3.5.3 and 8.2
	
	
	

	Recognizes equivalence of the multiple URIs for SAML 1.0/1.1 tokens

	“urn:oasis:names:tc:SAML:1.0:assertion” and “http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV1.1”
	Receive request for unadvertised alternate token type from a card that advertised support for the other token type
	Acceptable: Fail with actionable error message. Better: Satisfy request.
	Silent failure

	Returns token type requested by Relying Party

	(need to discuss Tony’s comment about different type being returned than requested)
	
	Returning token type requested
	Returning a different token type or token type description

	Identity selector requests claims not available at Identity Provider

	Test identity provider’s handling of situation where claims are requested that it can not supply
	Have a modified selector ask for claims not present in an Information Card
	Actionable error message.  Token may also be issued with available claims
	Silent failure


Information Card Identity Provider Usability Features

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Endpoint has a domain name and doesn't require a cert to be installed

	Interop best practice:  No custom cert needs to be installed
	
	
	Revoked, expired certs

	Information Card-based operation

	Interop best practice:  Accounts should be accessible via Information Cards, possibly in addition to usernames and passwords
	Log into account a the Identity Provider using an Information Card
	
	

	Account Creation via Information Card

	Interop best practice:  If account creation is supported, the information needed for the account should be able to be supplied using an Information Card
	Use Information Card for account creation at the Identity Provider
	
	


Information Card Relying Party Features

Information Card Relying Party Interop Features
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Accepts self-issued cards

	Self-issued information card can be associated with an account at the relying party and used to log into it
	
	
	

	Accepts managed cards

	Managed information card can be associated with an account at the relying party and used to log into it
	
	
	

	Account creation with self-issued cards

	Self-issued information card can be used to create an account at the relying party, using the claims from the card to supply account information, and that card can be used to log into the account
	
	
	

	Account creation with managed cards

	Managed information card can be used to create an account at the relying party, using the claims from the card to supply account information, and that card can be used to log into the account
	
	
	

	Accepts tokens with 256-bit KeySize

	
	
	
	

	Accepts tokens with 128-bit KeySize

	This test was included because the IBM IdP was using 128-bit keys in the Barcelona interop for export-control reasons.  If no IdP will be issuing tokens with this characteristic, this test can be removed.  Let’s discuss this at IIW.
	
	Accepts or returns an actionable error message
	Exception or failure without actionable error message

	Accepts tokens with legal whitespace in the signature

	Newlines in Signature: RP handling of a signature that contains line breaks or newlines
	IdP Signature with Newlines Test
	accept
	exception or failure

	Expected multi-valued claims

	The returned token contains the same claim multiple times or one claim containing multiple values
	Use emailaddress as expected multi-valued claim.  Tests will be conducted both for the case of the token containing the same claim multiple times and for the case of one claim containing multiple values. 
	The multiple values should be accepted and displayed

	Only one value is returned to the application and shown

	Expected claims with attached attributes (such as VerifiedBy) (remove if syntax not defined soon)

	
	
	Both the claim value and its attributes are available to the application
	Failure or only the claim value is available to the application.

	Handles claim values containing special characters such as <, >, /, \, ", ', `, ?, #, and space

	
	
	
	

	Token with empty claim values

	
	Empty Required Claim: IdP returns an empty value for a required claim
	accept or fail with actionable message
	exception with no actionable message

	Accepts SAML 1.0 tokens

	Requested with “urn:oasis:names:tc:SAML:1.0:assertion”.  Note that SAML 1.0 and SAML 1.1 tokens have the same syntax.
	
	
	

	Accepts SAML 1.1 tokens

	Requested with “http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV1.1”.  Note that SAML 1.0 and SAML 1.1 tokens have the same syntax.
	
	
	

	Accepts SAML 2.0 tokens

	Requested with “urn:oasis:names:tc:SAML:2.0:assertion”.
	
	
	


Information Card Relying Party Interop Features Condition Handling

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Verifies token Audience restriction

	
	
	
	

	Accepts tokens without Audience restriction when appropriate

	
	
	
	

	Verifies token signing key

	
	(refine test at IIW)
	
	

	Verifies token signature

	
	(refine test at IIW)
	
	

	In browser case, verifies that token is a bearer token

	
	
	
	

	Allows the proof key in the token to change

	
	(refine test at IIW)
	
	

	Uses PPID in combination with signing key for account matching

	
	
	
	

	Verifies token time range

	
	(Tony suggested this may not always be possible. Discuss at IIW.)
	
	

	Different token type received than requested

	Differing Token Type: RP handling of a token type other than what it asked for
	
	accept or actionable message returned
	no actionable message or failure

	Token encrypted with an unsupported method

	RP handling of a token that is encrypted in a way that the RP can not decrypt (e.g.: 256-b AES encryption)
	
	actionable message (e.g. "US Government export control violation")
	Exception

	RSTR received with an expired wsu:Expires element

	RP receives RSTR with a wsu:Expires element that is expired.  Note that this is only applicable when a relying party STS is being used.
	
	failure with actionable message
	Exception, continue

	Token with out-of-range SAML notBefore or notOnOrAfter elements

	RP receives a token whose SAML notBefore and notOnOrAfter elements are outside an RP-defined window of error (e.g. 5-second window of error).
	
	failure with actionable message
	Exception, continue

	SAML token without notBefore or notOnOrAfter elements

	RP receives a SAML token that does not have NotBefore or NotOnOrAfter elements
	
	Consider token valid
	Failure or error message

	Token with missing claims

	
	
	
	

	Token with unrequested claims

	
	
	
	

	Token with name differing by case

	RP handling a claim whose name is different in case than what was requested by the RP
	Test handling of a claim that is identical to a requested claim except for the case of the claim URI
	Treat as a distinct claim
	Treat as the requested claim

	Token with non-matching claim name, such as including a trailing slash

	Token matching is to be performed only via a case-sensitive string comparison, as per ISIP § 3.1.3.
	
	Only requested tokens are processed
	exception or failure

	Token with incorrect claim namespace

	RP handling a claim whose short name matches a requested attribute, but whose namespace is different
	
	
	

	SAML token with audience restriction parameter

	RP handling a SAML token containing an audience restriction parameter (e.g. URL of the RP) that does not include the namespace of the current RP
	 
	
	

	Token without InclusiveNamespaces element

	RP receives a token which does not contain an inclusive Namespaces element
	
	fail with actionable message (otherwise a brown bag attack is possible)
	Exception or ignore

	Token using namespace not in InclusiveNamespaces list

	
	
	
	

	Ignore padding in token

	
	
	
	

	Unexpected multi-valued claims

	
	Receive a token with an unexpected multi-valued claim such as dateofbirth.
	Acceptable: Return first value to application, return all values to application, or fail with actionable message
	Exception or silent failure

	Unexpected claims with attached attributes (such as VerifiedBy) (remove if syntax not defined soon)

	
	
	Acceptable: Only the claim value is available to the application.  Better: Both the claim value and the attributes are available to the application.
	Silent failure

	Recognizes equivalence of the multiple URIs for SAML 1.0/1.1 tokens

	“urn:oasis:names:tc:SAML:1.0:assertion” and “http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV1.1”
	Use one URI to request token and receive a token labeled with the other
	Acceptable: Actionable error message. Better: accept token.
	Silent failure

	Behavior when no identity selector or browser add-on installed

	
	
	Best: Guidance given to users on how to install a selector and add-on.  OK: Graceful degradation of page features.
	Service appears to have broken feature. Non-actionable error conditions.

	Behavior when identity selector installed but browser add-on not installed

	
	
	Best: Guidance given to users on how to install an add-on.  OK: Graceful degradation of page features.
	Service appears to have broken feature. Non-actionable error conditions.

	Behavior when identity selector not installed but browser add-on installed

	
	
	Best: Guidance given to users on how to install a selector.  OK: Graceful degradation of page features.
	Service appears to have broken feature. Non-actionable error conditions.


Information Card Relying Party Usability Features

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Endpoint has a domain name and doesn't require a cert to be installed

	
	
	
	

	Information Card Icon used to indicate acceptance of Information Cards

	
	
	
	

	Account Creation via Self-Issued Cards

	
	
	
	

	Account Creation via Managed Cards

	
	
	
	


OpenID Provider Features

OpenID Provider Interop Features
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	OpenID 1.1

	
	
	
	

	OpenID 2.0

	
	
	
	

	Simple Registration

	
	
	
	

	Attribute Exchange

	
	
	
	

	PAPE Support

	
	
	
	

	Provides Phishing-Resistant Authentication

	
	
	
	

	Provides Multi-Factor Authentication

	
	
	
	

	Provides Multi-Factor Physical Authentication

	
	
	
	

	OpenID InfoCard

	
	
	
	

	Issues URL-based OpenIDs

	
	
	
	

	Issues i-name-based OpenIDs

	
	
	
	


OpenID Provider Interop Features Condition Handling

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	(none yet)

	
	
	
	


OpenID Provider Usability Features
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Directs user to use appropriate authentication methods to fulfill PAPE request

	
	
	Only authentication methods fulfilling request shown for accounts supporting such methods
	Username/password authentication still available with PAPE requests for accounts with appropriate methods available

	Directs user to re-authenticate if current authentication can't fulfill PAPE request

	
	
	User requested to re-authenticate with method fulfilling PAPE request
	No opportunity to re-authenticate presented to user

	Login via Information Card

	
	
	
	

	Account creation via Information Card

	
	
	
	

	Issues managed Information Cards

	
	
	
	


OpenID Relying Party Features

OpenID Relying Party Interop Features
	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	OpenID 1.1

	
	
	
	

	OpenID 2.0

	
	
	
	

	Simple Registration

	
	
	
	

	Attribute Exchange

	
	
	
	

	PAPE Support

	
	
	
	

	Can request Phishing-Resistant Authentication

	
	
	
	

	Can request Multi-Factor Authentication

	
	
	
	

	Can request Multi-Factor Physical Authentication

	
	
	
	

	OpenID InfoCard

	
	
	
	

	Accepts i-name-based OpenIDs

	
	
	
	


OpenID Relying Party Interop Features Condition Handling

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	(none yet)

	
	
	
	


OpenID Relying Party Usability Features

	Feature Description
	Test Description
	Acceptable
	Not Acceptable

	Display i-name that was verified rather than resulting i-number

	
	
	Display message such as “verified =Mike.Jones as your identity”
	Display message such as “verified xri://=!4138.AF19.8976.CD2A as your identity”

	Account creation via simple registration
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